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The increasing use of Short Message Service (SMS) in digital communication
has been accompanied by a rise in spam messages, which threaten user
convenience and information security. This study presents a comparative
analysis of three classical machine learning algorithms—Decision Tree,
Naive Bayes, and Logistic Regression—for SMS spam classification. The
research follows the CRISP-DM methodology, including data collection,
understanding, preparation, modeling, and evaluation. The dataset used is the
SMS Spam Collection (A More Diverse Dataset) from Kaggle, comprising
5,574 SMS messages labeled as spam or ham. Text preprocessing is
performed through cleaning operations and feature extraction using the Term
Frequency-Inverse Document Frequency (TF-IDF) method. The models are
evaluated using accuracy, precision, recall, F1-score, and Area Under the

Decision Tree
Naive Bayes
Logistic Regression
TF-IDF

Curve (AUC) metrics. Experimental results indicate that Logistic Regression
achieves the most balanced performance, with an accuracy of 97.13%,
precision of 99.23%, recall of 80.75%, F1-score of 89.04%, and an AUC of
98.72%. Naive Bayes demonstrates high efficiency and perfect precision but
lower recall, while Decision Tree offers interpretability with comparatively
lower classification performance. The results suggest that Logistic Regression
is the most suitable model for lightweight and reliable SMS spam detection
systems, balancing accuracy and misclassification risk. This study provides
practical insights for implementing efficient spam filtering solutions and
serves as a reference for future research in text classification and natural
language processing, particularly for short-message communication.

This is an open access article under the CC BY-SA license.

@ 00

Corresponding Author:

Citra Aulia

Informatics Department, UIN Sunan Gunung Djati Bandung, Indonesia
JI. AH. Nasution No. 105 Bandung

Email: citraaulial 812@gmail.com

1. INTRODUCTION

The rapid development of information and communication technology has significantly transformed
the way people interact and exchange information. One communication medium that remains widely used is
the Short Message Service (SMS). Despite the rapid growth of instant messaging applications such as
WhatsApp and Telegram, SMS continues to play an important role, particularly in banking services, digital
transactions, and the delivery of official notifications from various institutions [1].

Along with the extensive use of SMS, a serious problem has emerged in the form of SMS spam, which
refers to unsolicited messages sent in bulk for commercial purposes, fraudulent activities, or other malicious
intents. The presence of SMS spam not only disrupts user convenience but also poses potential threats to
information security and financial safety. Therefore, an automated system capable of accurately and efficiently
detecting and filtering spam messages is required [2].

Machine learning approaches have been widely applied to address this problem, especially in the field
of text classification [3]. By utilizing labeled historical data, machine learning algorithms are able to learn
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patterns and characteristics of spam messages, enabling the automatic classification of new messages into spam
or non-spam (ham) categories [4].

Several classical machine learning algorithms have commonly been employed for SMS spam
classification, including Decision Tree, Naive Bayes, and Logistic Regression [5], [6]. Decision Tree provides
models that are easy to understand and interpret [7], Naive Bayes is known for its simplicity and effectiveness
in text processing [8][9], while Logistic Regression demonstrates strong capability in modeling linear
relationships between features and classification probabilities [3]. Nevertheless, each algorithm has its own
strengths and limitations depending on the characteristics of the dataset and the preprocessing techniques
applied.

Previous studies have demonstrated the effectiveness of these algorithms in SMS spam detection.
Johari et al. reported that Decision Tree and Naive Bayes achieved high accuracy across various SMS spam
datasets [10]. Yasmin and Aliza found that Naive Bayes was more efficient for short text messages, whereas
Support Vector Machine (SVM) produced the highest accuracy [11]. Furthermore, studies by Theodorus et al.
and publications presented at WCSE 2023 showed that classical models such as Naive Bayes, Logistic
Regression, and Decision Tree remain competitive, particularly when trained on clean and representative
datasets [12][13]. On the other hand, deep learning—based approaches such as IndoBERT have demonstrated
superior accuracy but are less suitable for lightweight and resource-constrained real-world implementations
[14].

Despite these findings, there is still a lack of studies that specifically compare the three classical
algorithms—Decision Tree, Naive Bayes, and Logistic Regression—under consistent experimental conditions
using more diverse and realistic datasets. Therefore, this study aims to conduct a comparative performance
analysis of these three widely used machine learning algorithms for SMS spam classification [15]. The dataset
used in this research was obtained from Kaggle, namely the SMS Spam Collection (A More Diverse Dataset),
which consists of text-based SMS messages labeled as spam or sam.

The results of this study are expected to identify the algorithm that delivers the best performance based
on evaluation metrics such as accuracy, precision, recall, and F1-score. Moreover, this research is expected to
contribute to the development of efficient and lightweight machine learning—based spam detection systems and
to serve as a reference for future studies in the field of Natural Language Processing (NLP), particularly for
short text messages and contexts relevant to the Indonesian language in digital communication services.

2. METHOD

The stages carried out in this study follow the CRISP-DM methodology, which begins with data
collection, data understanding, data preparation, data modeling, and model evaluation [16], [17]. The
explanation of each of these stages is presented in the following subsections.

Business Data
Understanding Understanding
Data
Preparation

Deployment

(c@. e

Figure 1. CRISP-DM Methodology

2.1 Collecting Data
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The data were collected from the Kaggle website under the name SMS Spam Collection — A More Diverse
Dataset. This dataset is a collection of short message service (SMS) messages consisting of 5,574 data instances
with two labels categorized as spam or ham.

The dataset was designed to support text-based classification research and to represent real-world
communication contexts. Unlike earlier and more limited versions of SMS spam datasets, this version is more
diverse in terms of message formats and language styles.

The attributes of the data used in this study are described as follows.

Table 1. Data Attributes

Data Description
Attributes
sms The raw SMS text message content, including informal language, abbreviations, punctuation, and free
sentence structures commonly used in short message communication.
label The category of the SMS message, classified as spam or ham.

2.2 Data Understanding

At this stage, several preliminary examinations were conducted to obtain a comprehensive
understanding of the structure, quality, and key characteristics of the data to be used in the modeling process.
This step is essential to ensure that the data meet the suitability criteria for machine learning—based
classification and to anticipate potential issues that may affect model performance.

2.2.1 Data Structure Examination and Label Distribution

The dataset used consists of 5,574 records and two main columns, namely sms and label. The sms
attribute contains raw short message service (SMS) text, which serves as the primary focus of the analysis,
while the label attribute indicates the message category, where spam refers to unsolicited or promotional
messages and ham refers to legitimate or normal messages. Initial exploratory analysis shows that the label
distribution in the dataset is imbalanced, with 4,827 ham messages (approximately 86.6%) and 747 spam
messages (approximately 13.4%).

2.2.2 Identification of Missing Values and Data Duplication

Data completeness validation was subsequently performed. The results indicate that there are no
missing values in either column (sms or label), and therefore no imputation process was required. However,
several duplicate messages were identified based on the content of the sms column. These duplicates could
potentially amplify the weight of certain messages during training, which may lead to overfitting.
Consequently, duplicate records were removed to maintain data diversity and improve model generalization.

2.2.3 Outlier Identification in Message Length Features

Although the dataset consists of textual data, a statistical analysis was conducted on message length
in terms of character count and word count. The purpose of this analysis was to detect outliers or extreme
values that could influence the weighting process in frequency-based models. The analysis revealed that some
messages contain more than 500 characters, which is statistically far above the average message length.
However, manual inspection confirmed that such messages are characteristic of long spam messages, such as
repetitive promotional content or fraudulent formats. Therefore, these messages were retained in the dataset.

2.2.4 Correlation Analysis and Text Content Characteristics

To prepare the data for feature extraction using the TF-IDF approach, an initial analysis of the text
content was performed, which included:
a) Dominant word frequency in each class;

b) Average message length;
¢) The occurrence of specific keywords frequently found in spam messages, such as “win”, “free”,
“click”, and “claim”.

The analysis results indicate that:
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d) Spam messages tend to be longer, use promotional and manipulative vocabulary, and exhibit
persuasive language patterns.
e) Ham messages have simpler and shorter structures and use more natural, everyday language.

These findings support the assumption that TF-IDF—based numerical representations are capable of
capturing meaningful differences in word distribution between the spam and ham classes.

2.3 Data Preparation

This stage aims to transform raw data into a form that can be effectively used in the training process
of a classification model. Given that the dataset consists of free-form and unstructured text, a series of
preprocessing steps is required to ensure that the data representation meets the requirements of text-based
machine learning models.

The data preparation stages carried out in this study are as follows:

1. Text Cleaning

The first step is to clean text messages from irrelevant elements or those that may cause noise during
the feature extraction process. This step results in cleaner and more consistent text. The processes
include:

a. Case folding: All characters in the messages are converted to lowercase to standardize word
forms, so that “Free,” “FREE,” and “free” are treated as the same.

b. URL removal: Link addresses such as http:/, https://, and www. are removed because they
are usually unique and do not provide consistent semantic information.

c. Removal of numbers and punctuation: All numeric characters and punctuation marks (such
as periods, commas, exclamation marks, and other symbols) are removed to simplify word
representation.

d. Removal of extra spaces: Multiple spaces and unnecessary whitespace characters are
removed to make sentence structures more orderly.

2. Feature Extraction using TF-IDF
After the text is cleaned, the next step is to convert it into a numerical representation using the TF-
IDF (Term Frequency—Inverse Document Frequency) method. This method assigns weights to words
based on:

a. the frequency of a word’s occurrence in a message (term frequency), and

b. how rare the word is across all messages (inverse document frequency).
TF-IDF produces a high-dimensional but sparse feature matrix of size n x m, where n is the
number of SMS messages and m is the number of unique words. This representation allows
the model to recognize important words such as “claim,” “free,” or “win,” which appear
more frequently in spam messages.

3. Data Labels
In this dataset, the message category labels are already available in numerical form:

a. 1 for the spam category, and

b. O for the ham category.

Therefore, no additional label encoding is performed, and these values are directly used as targets in
the classification model training process.

4. Data Splitting (Train-Test Split)
The dataset is then divided into two subsets: 80% is used as training data, and 20% is used as testing
data. The split is performed using a stratified sampling technique to ensure that the proportions of
spam and ham classes remain balanced in each subset.

2.4 Data Modelling
This stage aims to build and train a text-based classification model capable of distinguishing between
spam and ham messages based on the numerical representation of SMS message content. Three supervised

learning algorithms are employed in this study, namely Naive Bayes, Logistic Regression, and Decision Tree,
each of which adopts different approaches and assumptions in processing textual data.
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Pre-Modelling Data Preparation
At this stage, the text data from the sms column are used as predictive features, while the label column
serves as the target variable. The text messages have undergone basic cleaning processes, including
case folding, removal of numbers, punctuation, and excessive whitespace, resulting in more uniform
text that is ready for numerical representation.
Numerical representation is performed using the Term Frequency—Inverse Document Frequency (TF-
IDF) technique. This method is selected because it assigns different weights to each word based on
its local frequency within a message and its global frequency across the entire message corpus.
Through this approach, words that are highly characteristic of a particular class—such as “claim,”
“win,” “free,” or “click” in spam messages—receive higher weights compared to common words that
appear across all classes.
To prevent data leakage, the fit_transform() process is applied only to the training data, while the test
data are transformed using transform() with parameters learned exclusively from the training data.
This step is crucial to maintain the integrity of model evaluation on previously unseen data.
The dataset is split into 80% training data and 20% testing data using the train_test_split() function
from the scikit-learn library.
Modelling with Naive Bayes, Decision Tree, and Logistic Regression
a. Naive Bayes
Naive Bayes is a probabilistic classification algorithm that is widely used in text
classification tasks. This model assumes conditional independence among features (in this
case, words) and operates based on Bayes’ theorem to compute the probability of a class
given the input features.
In this study, the Multinomial Naive Bayes variant is employed, implemented using the
MultinomialNB() function from the sklearn.naive bayes library.

b. Decision Tree
Decision Tree is a non-linear, rule-based classification model. It operates by recursively
partitioning the data based on the most informative features until homogeneous conditions
are achieved at the leaf nodes.
In this study, the DecisionTreeClassifier() from the sklearn.tree library is used with default
parameters as a baseline model.

c. Logistic Regression
Logistic Regression is a linear classification model used to predict the probability of a target
class. Despite its linear nature, this model is well suited for sparse data such as TF-IDF
representations, as it can efficiently handle a large number of features.
The model is implemented using LogisticRegression() from the sklearn.linear model library.
The max_iter parameter is increased to ensure convergence during the optimization process,
considering the high dimensionality of text-based features.
All three models are built and trained using the same training dataset. The prediction outputs
on the test dataset are subsequently evaluated to compare the performance of the three
classification models.

2.5 Evaluation

Model performance evaluation is conducted to measure the effectiveness of classification on the test

data. The evaluation does not rely solely on accuracy but also employs more representative evaluation metrics.
The primary metrics used include:

1.

2.
3.
4

Accuracy: the percentage of correct predictions over the entire test dataset.

Precision: the proportion of messages predicted as spam that are actually spam.

Recall: the proportion of actual spam messages that are successfully identified by the model.
F1-score: the harmonic mean of precision and recall.
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5. AUC-ROC: the area under the Receiver Operating Characteristic (ROC) curve, which measures the
overall trade-off between the true positive rate (TPR) and the false positive rate (FPR).

The evaluation is performed using the classification_report() and roc_auc_score() functions from the
sklearn.metrics library. Visualization of the confusion matrix is employed to explicitly present the number of
correct and incorrect classifications. This visualization helps identify whether the model tends to produce more
false positives or false negatives, which is particularly important in the context of spam detection.

3. RESULTS AND DISCUSSION

This study compares the performance of three machine learning algorithms—Decision Tree, Naive
Bayes, and Logistic Regression—in classifying SMS messages as spam or non-spam (ham). The evaluation is
conducted using accuracy, precision, recall, F1-score, and AUC metrics, based on the “SMS Spam Collection
(A More Diverse Dataset)” obtained from Kaggle. All models are trained using a uniform preprocessing
approach and TF-IDF-based feature extraction techniques.

3.1. Model Comparation

Table 2. Comparation Result

Model Accuracy Precision Recall F1-score AUC
1Q1 o 0, 0 V)
Decision Tree 95,46% 85.59% 77.10% 81.12% 87.61%
Naive Bayes 96.33% 100% 72% 84% 97%
Logistic
99.23¢ 80.75¢ 89.04° 98.72¢
Regression 97.13% % % % %

Based on the comparison table of the three models, the Decision Tree model achieved an accuracy of
95.46%, precision of 85.59%, recall of 77.10%, and an F1-score of 81.12%. In addition, the AUC value reached
0.8761. The training time of this model was relatively fast, at approximately 0.8846 seconds. Although the
accuracy is fairly high, the lower recall indicates that the model still struggles to identify some spam messages,
leading to potential cases where spam is not properly filtered. This behavior suggests a tendency toward
overfitting on the training data, particularly in the absence of pruning or further parameter optimization.

The Naive Bayes model employed in this study uses the default implementation from the scikit-learn
library, namely MultinomialNB. This model demonstrates good performance in text message classification,
with a notably short training time of 0.0207 seconds. Evaluation on the test dataset resulted in an accuracy of
96.33%, precision of 100%, recall of 72%, and an F1-score of 84%. An AUC score of 97% further confirms
the model’s overall capability to distinguish between spam and non-spam messages.

While the high precision indicates that the model is highly accurate in detecting spam without
producing many false positives, the lower recall shows that a portion of spam messages remains undetected.
In other words, the model tends to be conservative when assigning the spam label, which negatively affects the
Fl-score. These results are consistent with the characteristics of the Naive Bayes model, which is highly
efficient but sensitive to data representation and feature distribution.

Logistic Regression exhibits the most balanced performance among the three models, achieving an
accuracy of 97.13%, precision of 99.23%, recall of 80.75%, and an F1-score of 89.04%. The AUC value of
98.72% indicates an excellent ability to discriminate between spam and ham messages. Although some spam
messages are still not detected, this model effectively minimizes false positives, making it well suited for spam
filtering systems that prioritize classification accuracy.

Overall, the evaluation results indicate that Naive Bayes excels in terms of efficiency and precision
but tends to miss some spam messages due to its lower recall. In contrast, Logistic Regression demonstrates
the best balance across all evaluation metrics, making it a strong candidate for implementation in short-text—
based spam detection systems. Decision Tree, while not as strong as the other two models, remains relevant in
scenarios that prioritize interpretability and fast training time.

Based on these findings, it can be concluded that Logistic Regression and Naive Bayes are the most
suitable models for SMS spam classification, particularly for lightweight and efficient systems that do not
require substantial computational resources. The final choice of model can be adapted to the specific
requirements of the system, whether the priority lies in overall accuracy, processing speed, or result
interpretability.
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3.2. Confusion Matrix Visualization

The Decision Tree model demonstrates fairly good performance in distinguishing between spam and
ham messages. From the total test data, the model correctly classified 887 ham messages, while 17 ham
messages were incorrectly identified as spam. For the spam category, 101 messages were correctly classified,
whereas 30 spam messages were misclassified as ham. This indicates that the model has a strong ability to
recognize legitimate (ham) messages but still tends to miss some spam messages, as reflected by a lower
recall value compared to precision. In other words, the model is relatively more conservative in detecting
spam, which poses a risk of allowing some harmful messages to pass through the filter. Figure 3 illlustrates
the results of confusion matrix using Decision Tree.

Confusion Matrix - Decision Tree Model

17

Ham

Actual Label

Spam

- 200

- 100
' |
Ham Spam
Predicted Label

Figure 2. Confusion Matrix for Decision Tree

The distribution of these errors shows that the model remains vulnerable to false negatives, namely
spam messages that go undetected. This suggests the need for parameter tuning or the application of pruning
techniques to prevent overfitting to the training data.

The Naive Bayes model successfully recognized all ham messages accurately (898 correct, 0
incorrect). However, only 99 out of 137 spam messages were correctly identified, while 38 spam messages
were misclassified as ham. This model is highly precise in avoiding false positives (i.e., it does not incorrectly
label legitimate messages as spam), but it is less sensitive to actual spam messages, resulting in a lower recall.
This reflects the characteristics of Naive Bayes as an efficient and fast model, yet one that tends to be
conservative in spam detection. The model is suitable for systems that prioritize accuracy for important
messages; however, caution is required since some spam messages may still go undetected. The result of

confusion matrix shows on the figure 2.
Confusion Matrix - Built-in Model
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Figure 3. Confusion Matrix for Naive Bayes

The Logistic Regression model demonstrates the most balanced performance. From the entire test
dataset, the model correctly identified 953 ham messages, with only 1 ham message misclassified as spam. On
the spam side, 130 messages were correctly detected, while 31 spam messages were missed. This model
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exhibits a very low false positive rate and a relatively high recall, making it ideal for spam detection systems
that require accuracy and balanced classification. These results indicate that Logistic Regression has strong
detection capabilities for both classes, spam and ham, with a very low error rate. The confusion matrix of

logistic regression shows on figure 3.
Confusion Matrix Logistic Regression

Actual

31 130

£
© -
Q
w

-200

| |
ham spam
Predicted

Figure 4. Confusion Matrix for Logistic Regression

3.3. Interpretation of Results and Model Implications

The evaluation results of the three classification models reveal fundamental differences in their
decision-making approaches, which directly affect spam message classification patterns. In the context of short,
ambiguous, and highly variable text data such as SMS messages, model effectiveness is strongly influenced by
how features are extracted and how the model handles informational irregularities.

The varying performance across metrics such as recall and precision indicates that no single algorithm
is optimal in all aspects. In spam detection, where system effectiveness largely depends on the consistent
identification of harmful messages, the trade-off between false positives and false negatives becomes critical.
Models that are overly cautious in labeling messages as spam may fail to detect real threats, while overly
aggressive models may disrupt users by misclassifying legitimate messages as spam. Therefore, model
selection should be aligned with the risk context and tolerance level of the intended system.

Training time efficiency is also an important consideration. In system environments that require rapid
processing, such as real-time message filtering for SMS banking services or emergency notifications, models
with low inference time and low computational complexity are highly valuable. This demonstrates that
algorithm effectiveness should not be measured solely by accuracy, but also by how efficiently it can be
integrated into existing system infrastructures.

Furthermore, these findings reinforce the view that data representation quality plays a decisive role in
text classification success. While TF-IDF-based approaches help balance the influence of common and specific
terms, they remain limited in capturing deeper semantic meaning. To address this limitation, embedding-based
or contextual modeling approaches may serve as promising directions for future development to improve model
sensitivity to increasingly complex spam variations.

From an implementation perspective, Logistic Regression shows strong potential as a stable and well-
balanced model for production applications, while Naive Bayes excels in speed and resource efficiency.
Decision Tree models, although sensitive to data variation, remain a viable option in systems that require
transparent decision logic.

The results of this study provide a strong foundation for selecting spam classification models for real-
world applications. System developers who prioritize speed and efficiency may rely on Naive Bayes, whereas
systems that demand balanced classification and interpretability may consider Logistic Regression.
Deployment in critical systems such as banking services or official notification platforms can be tailored based
on tolerance levels for false positives and false negatives.

This study is limited to three classical models and a single feature representation approach. Future
exploration of ensemble models, boosting techniques, and deep learning-based approaches such as BERT could
provide broader insights into modern spam classification potential. Additionally, evaluating model
performance under imbalanced data conditions or in multilingual message scenarios remains an important area
for further research. Testing in real-time and streaming data scenarios would further strengthen the contribution
of these findings toward the development of adaptive and robust spam detection systems.

4. CONCLUSION
This study compares three text classification algorithms—Decision Tree, Naive Bayes, and Logistic
Regression—in detecting spam messages in SMS using the SMS Spam Collection dataset (A More Diverse
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Dataset). The evaluation results indicate that all three models demonstrate fairly good performance, although
each exhibits distinct strengths.

Based on the experimental results, Logistic Regression shows the most balanced performance,
achieving an accuracy of 97.13%, precision of 99.23%, recall of 80.75%, and an F1-score of 89.04%. The
model also records an AUC of 98.72%, indicating its consistent ability to distinguish between spam and ham
messages. Naive Bayes, on the other hand, excels in training time efficiency and achieves very high precision
(100%), although its recall is relatively low (72%), reflecting the model’s tendency to be more conservative in
spam detection. The Decision Tree model offers high interpretability but exhibits weaker recall (77.10%) and
a lower AUC (87.61%) compared to the other two models.

Considering the evaluation results and the confusion matrix visualization, Logistic Regression can be
concluded as the most suitable model for the SMS spam classification task, as it achieves a good balance
between detecting spam messages and minimizing misclassification of legitimate (ham) messages. This model
is well suited for deployment in production systems that require high accuracy, stability, and strong
generalization capability.

Future research may focus on using larger and more diverse datasets, including multilingual and multi-
platform data, to improve model generalization. Ensemble learning methods such as Random Forest,
AdaBoost, and XGBoost could be explored to enhance accuracy and reduce overfitting. Additionally, deep
learning approaches such as RNN and BERT may be investigated to capture richer semantic context.
Evaluating models in real-time or streaming data scenarios is also recommended to assess performance in
dynamic environments. The machine learning—based spam detection system has the potential to become a more
adaptive, efficient, and robust solution for handling the continually evolving variety of message types.
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